NE ><COMM GOWIN

ASIAa PROGRAMMING FOR FUTURE

s SecureFPGA (3 "

GW1NSE SecureFPGA products provide a Root of Trust based on SRAM PUF technology. Each device is
factory provisioned with a unique key pair that is never exposed outside of the device. This widely applica-
ble feature can be used for a variety of consumer and industrial loT, edge and server management applica-
tions.

MIGWINSE SecureFPGA Resource Table
GW1NSE-2C/ GW1NSE-4C/
vy [ 2 o

LUT4 1728 3456 CS36 25x2.5 30(6)
FF 1296 4606 QN32 5x5 25(4)
B-SRAM (Kbits) 72 180K QN32U 0.5 5x5 16(2)
B-SRAM (#) 4 10 QN48 0.4 6x6 38(7)
S-SRAM (bits) 4608 0 LQ144 05 22x22 95(12)
User Flash (Kbits) 1024 256

User RAM (Kbits) 256

T T - - | | [, | oo
Additional Ela§h (Mbits, Optional) 32 CS49 0.4 3.0x3.0 43(6)
18X18 Multiplier 16 QN32 05 5x5 05(4)
PLLs + DLLs 142 2+2

0SsC 1, +/- 5% accuracy 1, +/- 5% accuracy

Hard Core Processor Cortex-M3 Cortex-M3 How To Secure Devices Using
USB 2.0 PHY 1 0 GOWIN SecureFPGA

ADC Channels 8 0

Audio Processor 1

I/0 Banks 4 3

Max. User /0 95 82

Core Voltage 1.0V 10V Introduction to GOWIN SecureFPGA

-S GOWIN SecureFPGA™

2-4K LUT FPGA Arm Cortex-M3  Secure FPGA™

® SRAM Based PUF Security

A No private key storage UuID

A Device keys recovered on power-up Random Number
@ Factory Provisioning SHA256

A Activation, UUID, Certificate

ECDSA Sign/Verify

® Low Cost, Small Form Factor Packaging ADC, UART, SPMI. 32-4MB Flash Encrypt/Decrypt

A As small as 2.5 x 2.5 mm? USB,13C, GPIO, etc.

9KB-4MB SRAM Key Generation
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User keys can be wrapped

Uncontrollable nano-scale || Start-up SRAM values Fingerprint turned into . .
L . . or encrypted with this PUF
process variations make establish a unique a strong secret
. o . . . key (red/ black system)
\ICs unique ) kS|I|con fingerprint ) \cryptographlc key )L )
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11 Standalone loT Secure Application Example
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GOWIN SecureFPGA™

Fingerprint,

Identification, """
Gesture,
QR Code, S

Etc.
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Buffer
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Buffer

== Firmware Update Port

.~ "Access Granted,”
: “Directions,”
“Alarm,”
s Ete

_+  Unlock door,
- Enable system,
S Trigger alarm,
N Etc.

117 Dsta Encryption Application Examples

Fingerprint,
Identification,
Gesture,

QR Code,

Phrase,

Key Word,
Variation Detection
Etc.

GOWIN SecureFPGA™

Encrypted Data

[ Server Firmware Checking System Example
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Breach Detect

| SecureFPGA Demonstration

MQTT Cloud Connectivity and loT Device Communication Demo

Authenticate

The connection to
AWS loT Core is authenticated

VAN

AWS loT Core
Receives a number from
@ connected board and lights

up the appropriate LED
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